The Web is rapidly becoming the prime medium for human socialization. As it evolves towards an information-centric operation, it records everything and forgets nothing, assuming that every online resource disclosed by people (photos, posts, multimedia files, etc.) is permanently valid and is to be stored forever. However, throughout their lives, people tend to change, both in their habits as well as in their views and opinions. In many situations, as the years go by, information released loses relevance or people may decide they no longer want others to access information they have previously published. The work presented in this paper strives for a new information persistence paradigm, whereby the enforcement of "digital forgetting" is implemented over an information-centric model for the Internet. The defined solution enables the definitive elimination of digital objects, either on-demand or on a prescheduled basis, and, hence, their "forgetting." The solution, conceived within the framework of the European project CONVERGENCE, is based on the employment of metadata descriptions about resources, which unambiguously identify their rightful owners. This additional data is efficiently bound to the resource through the use of an extended version of the MPEG-21 Digital Item specification, and its prescriptions are enforced by CONVERGENCE's distributed provisions.
Digital forgetting in informationcentric networks-the CONVERGENCE perspective
In today's digital world, it is extremely easy for users to publish information via websites, blogs, video-sharing sites, social sites etc. Once that information has been published, it becomes instantly available to a potentially global audience. Search engines and web archiving tools ensure that copies of the information are rapidly disseminated beyond their original publication venues. Private users may also make copies of and republish the information, usually without the knowledge of the original author. As a result, it is practically impossible to locate and eliminate all copies of any specific information item, even when the author is able to remove the information from the site where it was originally published. There are, however, various circumstances in which this complete elimination is precisely what authors need. The most commonly cited reasons, for this necessity, are personal (Bannon 2006) , such as, for instance, the wish to eliminate references to opinions the user no longer holds, or the wish to eliminate personal information that has become embarrassing for the user or for the user's relatives. According to Rosen (2010) , the fact that the Internet never seems to forget is viewed as threatening, at an almost existential level, in regard to our ability to control our identities, to reserve the option of reinventing ourselves and starting anew, or simply to overcome our checkered pasts.
In other circumstances, there may be business reasons to withdraw previously published information (e.g. a company's desire to update product information that has been shown to be inaccurate or information on promotional offers that are no longer valid such as content licenses). Additionally, the EU legal framework, published at the beginning of 2012 by the European Commission, establishes new rights and rules associated with Internet-based data collection systems. EU leaders have described the new provisions as "a right to be forgotten" (Lund 2012) .
There is also an interesting debate in Europe about licensing and digital right management policies (AMPAL 2012) . For one side, it is important to protect the right of digital providers and their investments in the production of new contents; however, for other side, it is fundamental to guarantee that end-users have greater clarity on legitimate and non-legitimate uses of protected material and authorization to use these media contents for non-commercial purposes (e.g. educational fields, scientific research domains, etc.).
In summary, there is a mismatch between the Internet's tendency to preserve information forever and the, legally acknowledged, needs of providers, consumers, and end-users. In this paper, we present the design and implementation of a digital forgetting mechanism that may be applied to Internet's emerging information-centric paradigm, which preserves the rights of users to delete their "digital footprint." The adoption of information-centric networking brings a shift from the traditional host-to-host communication to a content-to-user paradigm which focuses on the delivery of the desired content to the intended users. This content-oriented access control provides access to specific information items as a function of time, place (e.g. country), or profile of user requesting the item, which enables the use of digital forgetting, to ensure that content generated at one period in a user's life does not come back to haunt him later on. Furthermore, it also 170 F. Almeida et al.
enables the performing of garbage collection, deleting from the network expired information. The proposed solution, developed within the framework of the Europeanfunded project CONVERGENCE (2013) , is based on the use of the MPEG-21 Digital Item (DI) concept (MPEG 21 2012) , which allows the binding of descriptive data to every resource published on the Internet, as a unique logical package. This metadata includes the unambiguous identification of the rightful owner of the resource, as well as indications concerning the validity or expiration date of the resource, among other information. The use of MPEG-21, together with the adoption of an information-centric networking paradigm and a middleware layer comprising engines capable of efficiently processing the data packages in a distributed fashion, provides the solution to the challenge of implementing digital forgetting in the Internet. This paper is organized as follows: Section 2 presents an overview about the concept of information-centric networks and of the digital representation of objects, highlighting the role of MPEG-21. It also introduces the CONVER-GENCE project and its relevant associated concepts, such as the Versatile Digital Item; Section 3 presents the defined digital forgetting mechanism, with its context of application, i.e. the CONVERGENCE system; Section 4 details the implementation of the digital forgetting mechanism and of its associated workflows; Section 5 exemplifies how the mechanism may be exploited; and Section 6 draws the final conclusions and presents some venues for future work.
State of the art

The need of information-centric networks
The Information Centric Networking (ICN) paradigm is one of the more prominent research topics in the context of the future Internet. The communication paradigm within ICN is different from what it is with Internet Protocol (IP). Current IP architectures revolve around a host-based conversation model (i.e. a communication link is established between two hosts before any content is transferred), and the delivery of data, in the network, follows a predominantly source-driven approach (i.e. the path is set up from the sender to the receiver) (Mathieu et al. 2012) , especially with regard to video content. Furthermore, said delivery is predominantly performed through a strict client-server interaction model, where the client side's characteristics are volatile, but the server side is static and centralized.
The current architecture presents several issues when we have billions of connected devices, increased bandwidth needs, or critical applications (e.g. video and audio communications) interacting over the Internet. Furthermore, if we consider a wireless scenario, and take into account the massive growth of mobile devices, the bottleneck becomes even more apparent. Moreover, the system does not account for the number, owner, or location of digital copies. Druschel et al. (2011) considers that in such an open system, it is not generally possible for a person to locate all personal data items (exact or derived) stored about them, and Digital forgetting in information-centric networksit is difficult to determine whether a person has the right to request removal of a particular data item.
Several approaches of digital forgetting over the current Internet paradigm have been proposed. Meyer-Schönberger proposed to tag sensitive data with an expiration date and to require all severs handling such data to obey that date. Geambasu et al. (2009) propose the adoption of share keys in a distributed hash table, a data structure that underlies many P2P networks. Finally, another potential solution to prevent data duplication is to adopt techniques from Digital Rights Management (DRM). However, DRM has faced various problems at the technical level, which can be bypassed with moderate effort (Druschel et al. 2011) . All existing approaches to ensure the right to be forgotten in open systems are vulnerable to unauthorized copying, while the data is publicity accessible and a re-dissemination of such unauthorized copies once the data has expired.
On the contrary, within the ICN operational paradigm, users request content without knowledge of the host that can provide it, communication follows a receiver-driven principle (i.e. the path is set up from the receiver to the provider), and data follows the reverse path. Within this paradigm, it is the network that is responsible for doing the mapping between the requested content and the location [i.e. host(s)], where it can be obtained from, as explained in Figure 1 . It is, thus, the matching of content offered by hosts to the requested content that dictates the establishment of a communication in ICN. According to Ahlgren et al. (2012) , the main components of the information-centric approach are the Named Data Object (NDO), Naming and Security (names are uniquely used for identifying objects), Application Program Interface (API), Routing and Forwarding (two general approaches to routing are possible: routing of NDO requests; and routing of NDO back to the requester).
ICN offers a lot of advantages in terms of routing efficiency and simplicity (Detti et al. 2012 , Haris 2012 , Perino et al. 2012 , Ruidong and Harai 2012 , security (Detti et al. 2012 , Mohaisen et al. 2012 , and naming persistence (Haris 2012 , Sollins 2012 . Additionally, Detti et al. (2012) states that, by providing different performance in terms of both transmission and caching, the ICN Figure 1 . Communication paradigm in ICN (Mathieu et al. 2012 ).
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paradigm offers a per-content quality-of-service differentiation. ICN would, thus, enable network operators to provide different levels quality-of-service to different types of content, without complex procedures, making it possible to improve the overall quality of experience in a relatively simple manner. Additionally, the potentialities offered by ICN make it easier to preserve the integrity of an object and its provenance (Sollins 2008) . Superior performance in areas such as routing and content delivery may also be achieved within a host-based interaction model, if technologies such as Content Delivery Networks (CDNs) and Multipath TCP are adequately used. However, even if Multipath Transmission Control Protocol (TCP) within a host-based interaction model may increase the data throughput between two communicating entities, it is still inscribed within a context where content is statically bound to specific locations (hosts), and not dynamically diffused throughout a vast network tissue in a temporally evolving manner, as it is in the context of ICN. Furthermore, the advantages offered by Multipath TCP are not exclusive to a host-centric interaction context, as a simultaneous multipath exchange of data and content may also be done within a system operating according to an ICN paradigm.
The employment of CDNs, within a host-centric interaction context, does enable the achievement of data diffusion performances similar to those attained within an information-centric interaction context, as it makes client-server distribution more scalable and dynamic. However, this is done in a manner that is not universal and transparent, because CDNs are overlay structures that serve only a specific subset of all content, whose delivery implies the CDN's conscious and explicitly employment. Furthermore, they require a constant central administration. Comparatively, within an information-centric interaction context, all content and data storage and diffusion is distributedly, automatically, and transparently handled by the networking layer without the need for any explicit employment of an auxiliary structure (the CDN). Furthermore, the elimination of the added complexity implied by the interaction of a CDN with the networking layer and the exploitation of the synergies that become possible when content diffusion is handled directly at the networking layer, grant information-centric based data and content diffusion an overall greater efficiency and, especially, scalability.
In light of the above, it becomes apparent that even when aided by technologies such as Multipath TCP and CDNs, content and data exchange within a hostcentric interaction context is still at a disadvantage when compared to the same activity within an information-centric one, in such aspects delivery efficiency, transparency, universality and scalability.
Digital objects representation with MPEG-21
A digital object can be seen as a compound artifact that wraps digital material in terms of four elements: its content, its metadata, its relationships with other objects, and its behavior. From a digital object encoding perspective, various XML formats, including Metadata Encoding and Transmission Standard (METS), MPEG-21 Digital Item Declaration Language (DIDL), Fedora Object XML (FOXML), and Resource Description Framework (RDF), help encode arbitrary Digital forgetting in information-centric networksdigital object variations through the use of common XML schema (Saidis and Delis 2007) . The adoption of XML brings relevant advantages, because it is textbased and position-independent, which brings a higher level of applicationindependence. However, JavaScript Object Notation (JSON) could also be adopted and represents a novel approach, bypassing the need for language processing and is better suited to data-interchange (Downes et al. 2010) .
MPEG-21 is an open and comprehensive standard framework for multimedia delivery, and consumption, designed by the ISO/IEC Moving Picture Experts Group that can be used to combine video, audio, text, and graphics (Pereira et al. 2005) . As described by Timmerer and Hellwagner (2010) , the standard provides normative methods for content identification, rights management, and seamless adaptation. With MPEG-21, MPEG created a new interoperable unit for multimedia delivery, and transaction, called DI, which is essentially a virtual container for metadata and content.
The MPEG-21 DI is, thus, the basic unit of transaction within the MPEG 21 framework. It contains two distinct sections: the MPEG-21 DID Abstract Model and the MPEG-21 DIDL. The former is an abstract data model for declaring DIs; the latter is a serialization of the Abstract Model in XML. The structure of these sections is shown in Figure 2 .
A DI is a combination of media resources (video, audio tracks, images, etc.), and metadata pertaining to such resources. The latter may describe the resources' creation context, (creator, date of creation, etc.), semantic context (what the context is about), usage rights context (intellectual property, licensing and encryption information), usage event monitoring context, etc.
The CONVERGENCE framework
The CONVERGENCE system adopts a publish-subscribe content-centric architecture that focuses, simultaneously, on providing access to content (documents, media, files, etc.) and to interactive services (i.e. HTTP sessions, Telnet, voice calls, etc.) (Gkonis et al. 2011) . CONVERGENCE deals with the delivery of both static content and dynamic services, by considering that both content and services (service-access points) are identified by a name and referred to by such name, instead of by their locations. 
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The CONVERGENCE system's architecture is structured into three different functional levels: the network level; the content level; and the application level, which is, further, divided into the tool layer and the user application layer. Each of these levels aggregates a distinct set of conceptually similar functions, which in turn are implemented by one or more functional blocks. The following main blocks, or block groups, have been defined: In defining the protocols for the protocol and technology engines, CONVER-GENCE has followed a unified approach. Each engine is split into a schema handler (mandatory) and a technology handler (optional). The schema handler is required for performing essential operations on the schema. For example, the CreateContent Protocol Engine relies on the schema specified in MPEG-M Part 4 for the
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CreateContent Elementary Service. The technology handler provides the API for the operations that a given engine can perform. Thus, a Protocol Engine technology handler provides the API for making a call (local or remote) to the corresponding Elementary Service. For example, the technology handler for the Security technology engine provides functionality for signing, encrypting, decrypting, etc.
The VDI
A fundamental concept within the CONVERGENCE architecture is that of the VDI. This is a common container for all types of digital content that is derived from the MPEG-21 DI (Hang et al. 2012) . VDIs serve the new requirements of the "Internet of Things," by providing a homogeneous way of searching and handling structured information, and by incorporating privacy mechanisms to support the needs of information providers and information consumers.
Every VDI is uniquely identified by a given VDI identifier, assigned to the specific VDI when it is first created, and finalized as a self-contained piece of information, to be injected into the CONVERGENCE system, and traded between communication peers. Additionally, each VDI may also include a license which identifies its owner, its authors and defines its access rights context. According to Future Internet Architectures (FIA) (2011), the act of modifying a VDI is in fact the creation of a new VDI, semantically related with the original, but with a new digital signature recalculated on the whole updated package of bits, as well as with a new identifier. This new VDI can thus be trusted, based on the author of the change, and guarantees that the original VDI has not been tampered with after the publication. Furthermore, a VDI is composed of a dynamic part which can be 2.4.3. The Subscribe VDI. The purpose of a Subscribe VDI is to publicize the interest of some specific user on some specific subject (or set of them) or on some individual publication, throughout CONVERGENCE's middleware, by way of asynchronous gossiping. At specific points in the middleware, matches between Subscribe and Publish VDIs will be identified (in terms of the subjects subscribed to by the earlier and involved by the latter), and the subscribing user will be notified of the potential relevance of the matching Publish VDI (and its associated Resource VDI).
2.4.4. The Unpublish VDI. The purpose of the UnPublish VDI is to enable the asynchronous gossiping, through the Overlay Technology Engine (TE) collective, of an unpublishment request of a specific VDI. The Unpublish VDI must thus carry information for the following purposes:
(1) Inform all receiving parts (Overlay TEs) that a specific VDI is to be removed; (2) Specify (in a valid form) the identity of the user which is calling for the revocation; (3) Supply the rights information pertaining to the permission of revocation of the VDI.
In order to satisfy the first two points, the Unpublish VDI should carry the original Revoke Content Request. To satisfy point 3, it should carry the license (obtained from the corresponding Publish VDI), that expresses the permission (given by the content owner) of the calling user to revoke the VDI in scope. Figure 4 depicts the overall structure of an UnPublish VDI. It thus has a root element sequence composed by elements did:DIDL, did: Container, and did:Item. The did:Item element represents the actual digital object to which the VDI pertains. That object is the corresponding Publish VDI. That is, the UnPublish VDI declares the Publish VDI as its "remote resource," and binds information to it. That information is not merely descriptive, but instead specifies Digital forgetting in information-centric networksan action to be performed upon the Publish VDI, and provides proof (in terms of property rights) of the adequacy of that action.
The mentioned information is contained within two did:Descriptor child elements of did:Item:
. did:Descriptor (A) (Figure 3 )-carries the original Revoke Content Request which refers to the Publish VDI and . did:Descriptor (B) (Figure 3 )-carries the license (obtained from the corresponding Publish VDI) that expresses rights panorama regarding the revocation of the Publish VDI.
The final child element of the did:Item is a did:Component, which carries a did: Resource element that references the Publish VDI.
The digital forgetting mechanism in CONVERGENCE
One of CONVERGENCE's key goals is to support the "digital forgetting" of content published onto it, allowing users to completely and irreversibly remove (or update, i.e. remove and re-insert a new VDI) information they have previously published. The CONVERGENCE offers an open source middleware that exposes network functionality to information providers and consumers, allowing them to search for, retrieve, modify, and revoke VDIs. The CONVERGENCE architecture makes it possible to maintain access to VDIs when they move from one host to another, protect user security and privacy, and provide support for "digital forgetting," ensuring that VDIs are deleted when they pass a user-defined expiry date.
Functional requirements
One of CONVERGENCE's key goals is to support the "digital forgetting" of content published onto it, allowing users to completely and irreversibly remove (or update, i.e. remove and re-insert a new VDI) information they have previously published.
The digital forgetting operation can be formalized in the following four requirements:
(1) A VDI shall carry a specification of its expiry date (which may be some specific future point in time or an "unlimited" date); (2) All VDIs shall have a default expiry date; (3) Users are allowed to, at any moment, unpublish all copies of the VDIs that they have published; and (4) The CONVERGENCE system shall include a standard tool providing automated garbage collection of VDIs, residing on the system, that have passed their expiry date. This implies that users will no longer be able to retrieve such VDIs.
To implement these requirements effectively, it will also be necessary to meet a number of secondary requirements, namely in terms of authorization, security, and performance. Firstly, metadata and resources in expired or unpublished VDIs shall be deleted from the CoNet. The creator of a VDI shall be able to define who can change the expiry date for a VDI and who can "unpublish" the VDI. Only authorized users shall be able to change the expiry date on a VDI or unpublish it. Furthermore, derived VDIs shall, by default, inherit expiry dates, rights to change expiry dates, and rights to unpublish from original VDI, if the publisher does not provide new ones.
Secondly, VDI search and subscribe services shall not return references to expired or unpublished VDIs. However, users should be able to specify that a VDI has no expiry date (i.e. that it is intended to be "eternal").
Thirdly, VDIs stored off the CoNet shall expose expiry data to third party applications, allowing users to verify if they have expired (this supports regulation to make use of expired VDIs illegal).
Digital forgetting mechanisms
In order to satisfy the requirements defined above, CONVERGENCE supports two forms of digital forgetting: pre-planned digital forgetting and on-demand digital forgetting.
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In the first scenario, the CONVERGENCE system defines a default expiry date for all the Publish VDIs published to the CONVERGENCE system. The publisher of a VDI has the ability to override the default value at publication time. The user can also define who (if anyone) is authorized to change the expiry date. This information is, by default, inherited by derived VDIs. Publish VDIs that have passed their expiry date are no longer retrievable by CONVERGENCE users and are no longer to be referenced in results from CONVERGENCE search and subscribe services. The associated Resource VDI will also be eliminated from CoNet.
For the second scenario, when publishing a Publish VDI, the publisher defines who (if anyone) has the right to unpublish it. The CONVERGENCE system shall enable, authorized users, at any time after publication, to request that a Publish VDI, (and associated Resource VDI), be removed from the system. The system will then proceed to asynchronously eliminate all stored versions of the Publish VDIs (and their associated Resource VDIs), and eliminate all semantically qualifying metadata about it, scattered throughout the system. Once this operation has been completed, the Publish VDI (and its associated Resource VDI) will no longer be retrievable and will no longer appear in search or subscription results. The removal of the Publish VDI will not prevent access to, retrieval, and consumption of other Publish VDIs in the same VDI sequence (set of subsequently updating VDIs). Other Publish VDIs that declare relationships with the unpublished VDI will remain accessible. Still, the mentioned relationship will then point at an irretrievable object.
Implementation
The implementation process of the digital forgetting mechanism is slightly different for the pre-planning and on-demand digital forgetting implementations. Therefore, we detail both processes and highlight their differences.
Pre-planned digital forgetting
The pre-planned digital forgetting includes two mandatory steps. The former is the publication of the VDI in the network; the latter is the elimination of the VDI from the CoNet.
At Publish VDI publication time, the publisher specifies the date and time at which the Publish VDI will expire. This date should be anterior to the expiry date of the targeted Resource VDI. At the CoMid, the Publish Content Aggregated Service (PCAS) uses the Overlay TE to gossip the new Publish VDI throughout the system. Then, PCAS submits the Publish VDI to CoNet for storage and distribution. Finally, the CoNet stores and disseminates the submitted digital objects as sets of Named-data CoNet Information Units (CIUs) with a field specifying their expiry date.
When the Publish VDI gets expired, more precisely, from the expiry time onward, Match TE which handles the matching between Publish and Subscribe VDIs performs the following operations:
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(1) Police the expiration dates of the Publish/Subscribe VDIs they are responsible for; (2) Detects that the corresponding entry in the table is no longer valid; and (3) Removes the entry.
At the CoNet side, independently from the CoMid operation, when the CoNet deems it appropriate, nodes mark as "stale" the named-data CIUs in question (those that contain the Publish and Resource VDIs), and no longer cache or distribute them.
From the Publish VDI's expiry time onward, there will no longer be a trace of the expired Publish VDI's existence at the CoMid level and the Publish VDI will no longer be retrievable from the CoNet. Looking to the Resource VDI's expiry time, which is independent from that of any Publish VDI, it will also no longer be retrievable from CoNet.
On-demand digital forgetting
Within this mode of digital forgetting, an authorized user specifies his/her desire for the removal (unpublishing) of a Publish VDI (published sometime in the past), for which he/she has "unpublish rights."
Given that CONVERGENCE incorporates a dynamic set of peers coming and going in and out of the system in an arbitrary fashion, it is not possible to have a complete and synchronous removal of a Publish VDI from CoMid. Therefore, an asynchronous approach is followed through the employment of an Unpublish VDI which is injected into the system notifying the anticipated caducity of a specific Publish VDI.
The on-demand digital forgetting includes two mandatory steps. The former is the creation and distribution of an Unpublish VDI; the latter is the elimination of the VDI from the CoNet.
At some time after the publication, but prior to the originally specified expiry date, an authorized user issues a request for the removal of a Publish VDI. At that time, the CoMid employs the PCAS, to notify the relevant peers that all the metadata that was contained in the Publish VDI under revocation, which is stored at the match tables, must be eliminated. This is done in the following way:
(1) PCAS creates an Unpublish VDI which references a specific Publish VDI.
The Unpublish VDI declares that its targeted Publish VDI is no longer valid and should be eliminated from the match tables; (2) The Unpublish VDI is gossiped throughout the peer collective (employing the Overlay TE collective) and will end up in the same peers as the corresponding Publish VDI; and (3) Any peer, upon receiving the Unpublish VDI, proceeds to the appropriate "forgetting" activities.
After these operations, the Unpublish Content Aggregated Service issues a revocation command to CoNet requesting the deletion of the Publish VDI in question. Then the CoNet, upon reception of the revocation command from
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CoMid, proceeds to the appropriate activities for marking as "stale" on the local node the named-data units correspond to the unpublished VDIs. The forgetting of the Unpublish VDI will also be dealt with by the system. At Unpublish VDI production time, PCAS uses the Overlay TE to gossip the new Unpublish VDI throughout the system. Given that the Unpublish VDI has the same expiry date as that of its associated Publish VDI, for as long as there is some possibility that some metadata of the Publish VDI is still circulating in the system (which may occur up to the time of the Publish VDI's originally specified expiry date), the Unpublish VDI (more accurately, its metadata specifying the caducity of the associated Publish VDI) will also be circulating in the system notifying any latecomer peers of the anticipated caducity of the target Publish VDI.
At Unpublish VDI expiry time, the Match TE, when policing the expiration dates of the match table's entries, detects that the corresponding entry in the table is no longer valid and removes it.
Exploitation and scenarios
The relevance of the previously defined mechanism may be demonstrated by showing the added value of its employment/exploitation in different situations of consumption of multimedia resources that are flourishing on the Web.
In a first instance, we will look to the main opportunities offered by the market by the implementation of a VDI that supports digital forgetting mechanisms. After that, we will present a scenario that could exploit the relevance of pre-planned digital forgetting. Finally, a slightly different adaptation of the previous scenario will be given to demonstrate the usefulness of on-demand digital forgetting.
Opportunities offered by digital forgetting
In the context of creative contents made available online, one of the most increasing market segments is the visual production (let it be video or photography).
The most interesting application of the VDI concept to this domain is the socalled orphan work domain: the orphan works are creative content productions where the rights holders cannot be identified. Most of the visual content created nowadays can be considered "orphan," and most of it is an objective of market interests. In the case of a large usage of the VDI modeling and digital forgetting/ remembering, any content would have matched its right holders.
A second application of VDIs can be considered. During an average photographic campaign, a professional photographer on a dynamic scene generates one to four thousand pictures and up to 50 short videos per day. The professional workflows are more and more managed by batch and automated processes to select, improve, annotate, and distribute (at low prices) large amount of content.
Larger volumes of photographic and video content are flooding on the digital media and consumed in less than one day. Few creations, compared to the total created content, will last for more than one day.
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One opportunity for the authors (after such huge work of shooting, organizing, post-processing) is to sell time-limited licenses and, at the same time, be sure that their clients do not resell to third parties nor reuse their collection after some time. A VDI could satisfy this need. The general practice of customers is to pay timelimited licenses and then use as much as they like the creative content.
Pre-planned digital forgetting
An illustrative such example is this hypothetical "Augmented e-Learning" scenario:
Professor Watson publishes an InfoObject (IO), containing a work group activity for her students, as an Activity IO in a distributed Publish-Subscribe based e-Learning Platform. This Activity IO is made available for subscription to all students. Professor Watson also wants to associate an expiry date to this activity, because the deadline for the submission acceptance for the students was already previously established at the classroom. After the defined expiry date, the Activity IO must no longer be available to the students.
First of all, the CONVERGENCE system creates a new Publish VDI with the contents of the work group activity. An example of such a VDI is presented in Figure 5 .
The Publish VDI defined in the Figure 4 carries an Item element, (representing a DI), which contains the following elements: Figure 5 . Example of the Publish VDI for the pre-planned scenario.
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. a Descriptor which carries the VDI's unique identifier;
. a Descriptor containing CONVERGENCE-specific metadata which carries: ○ the definition of the VDI type (i.e. Publish VDI (PVDI)); ○ the expiry date associated with the Publish VDI; ○ the identification of the fractal-like semantic space to which the contents of the associated Resource VDI pertain.
After this step, the Publish VDI will be injected in the system and, therefore, the CoMid and CoNet will receive the notification about the existence of a new VDI. At the CoMid, the Overlay TE offers a method overlayPropagationMessageConsumer that is responsible for the proper propagation of messages in the overlay network among the considered semantic fractals. The Overlay TE is also responsible for maintaining the overlay and ensuring that all peers are in communication with at least one other peer. On the other side, CoNet offers the method storeAndAdvertise that is responsible for storing a resource in the CoNet with a given Network Identifier (NID). The NID uniquely identifies a namedresource at CoNet level and has the following form:
The NID namespace ID determines the structure of the rest of the NID (i.e. of the name field). Thus, the name field is a namespace-specific string. In CoNet, objects are split into different parts or chunks. Each chunk is packaged in a named-data CIU, whose control information contains the network-identifier, the chunk sequence number, temporal-data, and the security-data (Jacobson et al. 2009 ). The data formats of the CIUs are defined by XML schemas and encoded with explicitly identified field boundaries. This design permits field values of arbitrary length. The use of XML structures does not imply that field values are text strings nor does it require that messages be encoded as human-readable text. Most fields, including those that identify content, are defined to contain arbitrary binary values. Furthermore, the format of carrier-packet complies with a bit-level description, as in classical network protocols, like IP, TCP, User Datagram Protocol (UDP), etc. This approach facilitates high-speed forwarding of carrierpackets, eliminating the processing effort required to parse XML.
When we reach the established expiry date defined in the Publish VDI, the PCAS invokes the Match TE at the CoMid. This invocation employs two interfaces:
. Publication Manager-this interface offers the revokePublication method, which is responsible for the removal of Publish VDIs. . Subscription Manager-this interface offers the revokeSunscription method, which is responsible for the removal of Subscribe VDIs.
The information regarding the expiration time must also be sent to CoNet. For that, CoNet offers the revoke method that can revoke (flags as unreachable or "stale") a specific resource, identified by its NID, in the cache of the node, after a FreshnessSeconds timer has expired. The resource is also flagged as unavailable 184 F. Almeida et al.
from the local repository of the local CoNet node, if that node explicitly serves as repository and if resource is stored thereby.
On-demand digital forgetting
The hypothetical "Augmented e-Learning" scenario considered for pre-planned digital forgetting will be slightly modified so as to comprise an on-demand digital forgetting situation. We consider the following situation:
Professor Watson has forgotten to associate an expiry date to the Activity IO at the time of its creation. After some time, she would like to remove this activity from the system, making it no longer available to her students.
As a first step, PCAS creates an Unpublish VDI which references the specific Publish VDI declared in Figure 4 . An example of the Unpublish VDI, in scope, is given in Figure 6 . In Figures 5 and 6 , all namespaces declarations to Intellectual Property Management and Protection (IPMP), Rights Expression Language (REL), media streaming, and content identification are omitted. The Unpublish VDI presented in Figure 5 is composed by the following elements:
. a Descriptor containing the original revocation request where a user requests the revocation of the specific Publish VDI in question; . a Descriptor containing a license that grants the caller user the right to revoke the Publish VDI in question. 
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After the injection of the Unpublish VDI in the system, PCAS calls the method handleRevocationVDI that is offered by Overlay TE. This method is responsible for identifying the corresponding peers where the Publish VDI is available and for forwarding to them the Unpublish VDI. Any peer, upon reception of an Unpublish VDI, uses the Match TE to detect and remove the corresponding entry in table. Furthermore, PCAS is also responsible for delivering a revocation command to CoNet requesting the marking of the Publish VDI in question as unavailable. For that, CoNet uses the same revoke method adopted in the first scenario, invoked on the local node.
Conclusions
The content-centric network paradigm offers a new paradigm centered around content distribution rather than host-to-host connectivity. This change from hostcentric to content-centric brings some great benefits in terms of network load reduction, content search efficiency, and expansibility. Another great improvement that Content-centric networking (CCN) offers is the potentiality to implement an efficient and reliable digital forgetting mechanism.
Forgetting is currently a very relevant issue when we look to the World Wide Web. Facebook is enshrined in cyberspace for future employers to see. Google remembers everything we have searched for and when. The digital realm remembers what is sometimes better forgotten, and this has profound implications for us all. Therefore, a digital forgetting tool would be particularly welcome in the context of a DI life.
In CONVERGENCE, the digital forgetting allows users to completely and irreversibly remove a VDI from the network. This implies that the hosted VDI will be removed from all peers. For that, CONVERGENCE offers two digital forgetting mechanisms: the pre-planned digital forgetting and on-demand digital forgetting. The former is responsible to eliminate a VDI based in a default expiry date; the latter deals with online unpublishing requests from a publisher that intends to eliminate a particular Publish VDI.
As future work, it would be interesting to expand the digital mechanism to make it possible to eliminate associated and derived resources. Another topic of interest would be to conduct a quantitative research in order to test the performance and scalability issues of the digital forgetting at CoNet and CoMid using Ofelia or PlanetLab.
